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production, translation, adaptation, and reuse. Generative Al nevertheless
acquired operational relevance when outputs could be applied with limited
correction and connected to later tasks in preparing or carrying out terrorist
activity. Open evidence did not establish autonomous or systematic Al-
driven terrorist workflows; synthetic operations therefore remained an
analytical threshold rather than a settled practice. The synthetic origin of
content also did not determine legal responsibility. Criminal attribution
continued to depend on human intent, use, and connection to prohibited
conduct, while regulatory duties varied according to the role and capacity
of model providers, applications, hosting services, and online platforms.
Technology-neutral rules remained relevant, although proof, attribution,
and content-focused regulation became more difficult when assistance was
distributed across services and occurred before public dissemination.
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INTRODUCTION

Digital technology was long treated in cyberterrorism scholarship mainly as a means of
distributing propaganda. Online networks also allowed communication to continue when organizations
were under physical pressure. Generative artificial intelligence has gradually altered that position
because digital systems no longer merely carry messages already formulated by human actors.
Generative models can read source material, compose outputs, and prepare responses that are used again
at a later stage of the same workflow. Al is beginning to function as a layer of production and
information processing rather than simply as a channel. A change at one stage may affect subsequent
work without removing human control. This development does not mean that every use of Al by
extremist groups automatically constitutes cyberterrorism. The term is used here for digital activities
that provide material support to terrorist purposes or conduct, including cyber-enabled terrorism, while
excluding every radical expression found online (Kadir, 2025a). This boundary matters because
synthetic propaganda and cyber operations do not carry the same legal weight. The word "from" in the
title likewise does not describe a linear replacement. Propaganda remains the most visible use, while

the functions of Al are beginning to extend into other areas (Winter et al., 2020; Macdonald et al.,
2022).
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Al use is still often judged through the final artifact. Deepfakes and automated content make
the technology visible, but the origin or visual quality of a piece of material does not explain its role in
a sequence of conduct. A sophisticated video may remain symbolic, while a simple text tailored to a
particular recipient may be more useful in maintaining communication. Artifact-centered analysis is
therefore too narrow. It does not show who reviewed the output, how much correction remained, or
whether the result was reused in later work. Operational value depends on context, the user's
competence, and the resources available. A simple output may be immediately useful to an actor who
can verify it, whereas a more elaborate answer may remain general information. The relevant question
is therefore not how synthetic a piece of content appears, but what work it actually performs before and
after publication (GIFCT, 2025; Gregory, 2022; Vaccari & Chadwick, 2020).

The open evidence is not equal in weight. Monitoring reports have actor validity because they
show that terrorist or violent extremist environments have used Al, mainly to produce and adapt
communication materials (Europol, 2025). Tech Against Terrorism has reported thousands of Al-
assisted items in such spaces. That number does not represent an equal number of operations or actors:
one channel may generate many items, and the origin of each item cannot always be established (Tech
Against Terrorism, 2023). Technical studies proceed from another direction. The two bodies of
evidence answer different questions. Some benchmarks show that language-model agents can complete
parts of cybersecurity tasks when they receive sufficient information and tool access. Such studies offer
capability validity, but they do not establish terrorist adoption. Laboratory testing shows that a function
may be performed. Direct-use reports may provide stronger attribution but little operational depth. This
distinction is often lost, allowing an experimental capability to be read as an established practice
(Conway & Macdonald, 2021).

Synthetic operations refer here to terrorist activity in which Al assistance does not end with the
production of a single artifact but enters a workflow and reduces the work needed to produce a later
action. The threshold lies in actionability and workflow integration. An output must be transferable to
another stage with limited revision and then used within a broader process. Full autonomy is
unnecessary. Human actors continue to determine aims and important decisions, while Al assists
particular parts of the work. Under this definition, an Al-generated poster is not necessarily a synthetic
operation. A modest form of assistance may matter more when it is repeatedly used and connected to
other tasks.

The literature has not adequately explained when this transition occurs. Propaganda research
generally documents growth in the amount or quality of content but rarely asks whether the output can
actually be used at an operational stage. Technical studies measure model capabilities without a
sufficient basis for connecting them to patterns of terrorist use. Governance research still concentrates
on visible material found on platforms, even though Al assistance may occur in private exchanges or
document processing that is difficult to observe and rarely leaves a public trace. Technical possibility
can therefore be mistaken for an event, while gradual change may be overlooked because it does not
resemble a readily identifiable autonomous attack (Unlu & Yilmaz, 2025).

The urgency of this inquiry lies in a growing mismatch: terrorist use of generative Al is
increasingly visible in communication, while its significance for operational preparation and legal
responsibility remains uncertain (Baele et al., 2025; Herath & Whittaker, 2023). Treating every
synthetic artifact as operational support would make cyberterrorism too broad, yet limiting analysis to
content production may overlook assistance that reduces work across a terrorist workflow. This study
therefore aims to identify when Al-assisted propaganda begins to acquire operational significance,
determine whether verifiable evidence supports the emergence of synthetic operations, and assess how
existing European Union law addresses criminal attribution and provider duties in that setting. Direct-
use evidence is kept separate from demonstrations of technical capability and governance materials.
The article does not presume that a technical capability proves terrorist adoption or that a new
technology creates a legal vacuum; its central claim is that Al has so far altered the division of labor
more clearly than it has displaced human control.

RESEARCH METHODS

This study is normative legal research using statutory and conceptual approaches. The statutory
approach examines legal rules concerning terrorism, artificial intelligence, digital services, and the
responsibilities of platform operators. The conceptual approach is used to examine cyberterrorism,
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synthetic propaganda, and synthetic operations, including the boundary between Al used to generate
content and Al that begins to support operational activity. The units of analysis are legal norms, legal
concepts, and documented uses of generative Al in terrorism-related activity drawn from open sources
(Negara, 2023).

Research materials were collected through library research. Primary legal materials consist of
relevant legislation and international instruments. Secondary materials include books, scholarly articles,
and research on cyberterrorism, terrorism, artificial intelligence, and platform governance. Official
counterterrorism reports, policy documents, and technical studies of Al capabilities are used as
supporting materials. Legal sources were selected according to relevance and continuing validity.
Reports on Al use and technical research were concentrated on publications issued between January
2023 and July 2026, when generative Al services became widely available. A source was used when its
full text was accessible and its informational basis or method could be examined (van Gestel, 2023).

The materials were analyzed qualitatively. Legal norms were interpreted, positions in the
literature were compared, and both were related to documented uses of Al. The analysis distinguishes
observed terrorist use from capabilities demonstrated only through research or testing. It also
distinguishes Al used for propaganda from Al that begins to assist operational activity. The findings
are used to assess whether existing legal concepts and rules can adequately explain and respond to these
developments. The conclusions are confined to uses traceable through open sources and do not measure
their prevalence or causal effect on the number of terrorist attacks (Taekema, 2021).

RESULTS AND DISCUSSION
1. From Synthetic Content to Adaptive Propaganda Practices

Propaganda produced with Al does not automatically become cyberterrorism. It acquires legal
relevance only when it has a sufficiently clear relationship with terrorist activity, whether through direct
encouragement of violence, recruitment, or support for preparatory conduct. This distinction matters
because institutional reports often employ the broader category of violent extremist content, which is
not identical to terrorist propaganda in law. A poster circulating in a sympathizer channel may reveal
ideological approval without proving organizational involvement or an operational purpose.
Conversely, a simple message may carry greater weight when it is designed to maintain contact with a
prospective recruit or is reused in later communication. Assessment cannot stop at radical content or
the synthetic origin of the material. Its relationship to the actor, the audience, and the function for which
it is used must also be examined. Al primarily changes the production and adjustment of material; it
does not by itself convert all propaganda into operational support. Legal classification continues to
depend on human conduct and a concrete relationship between the material, the actor, and the violence
being supported (KhosraviNik & Amer, 2022).

Open documentation since 2023 has most often recorded Al use in the production of
propaganda, speech transcription, and translation (Ganaie, 2026). Tech Against Terrorism identified
posters likely generated by image models, automated transcriptions of messages by Islamic State
leaders, and guides to Al services in supportive environments. It also archived more than 5,000 Al-
assisted items. That figure cannot be read as 5,000 operations or 5,000 actors. A single channel can
produce many items, while the origin and organizational connection of each one cannot always be
established. The evidence therefore indicates the breadth of experimentation rather than settled
organizational adoption (Tech Against Terrorism, 2023).

The production of variants is the most readily observable change. A base text can be rewritten
for another style or platform with far less time and effort, allowing one message to circulate in several
forms. Variation, however, is not the same as adaptation. Adaptation requires some knowledge of the
audience or its earlier responses, whereas most reports establish only that new versions can be produced
(Kadir, 2025b). Europol recorded greater use of generative Al for propaganda and hate speech,
particularly in far-right extremist environments, but did not show that each item was built from a
specific recipient profile (Europol, 2025). More content also says little about persuasion. Rapid
production can yield awkward or socially misplaced material, while even technically polished output
may fail when the source lacks credibility. Trust still depends on social relations and the standing of the
messenger (Macdonald & Lorenzo-Dus, 2021). Open evidence therefore does not support the stronger
claim that Al-generated propaganda is more effective in recruitment or radicalization (Nieweglowska
et al., 2023).
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Translation offers a more concrete advantage. Automated transcription can shorten the initial
work needed before a message is rendered into another language, while generative models can produce
a more readable version. This function matters to networks that rely on sympathizers to transcribe and
translate material. Yet fluent translation does not make a message legitimate or convincing to a new
audience. Religious terminology, for example, can acquire different meanings across communities, and
wording that is grammatically correct may remain socially misplaced. JCAT identified translation, text-
to-speech, and voice cloning as uses that warrant attention, but it did not establish that cultural barriers
had disappeared. Al can reduce language work; the legitimacy of a message still depends on human
actors and the network that circulates it (JCAT, 2024).

Recreating material can also complicate moderation, although it does not necessarily make
content undetectable. Minor alterations may still be recognized through perceptual hashing or other
classification systems. Greater difficulty arises when a text is substantially rewritten, an image is
generated anew, or its relationship with earlier material can be understood only through a wider social
context. Platforms must then determine whether the new item still carries the same prohibited message.
Tech Against Terrorism has described variant recycling, while Europol has emphasized the speed with
which material can be edited and redistributed. These findings support the possibility of a heavier
review burden, not the conclusion that moderation has failed. The legal question concerns function and
context rather than file similarity alone (Gorwa et al., 2020; He et al., 2024).

Chatbots may reduce the work needed to answer repeated questions, but sustained terrorist use
of such systems has not been widely documented. GIFCT treats the prospect mainly as an emerging
risk, and the ability to maintain a conversation should not be confused with evidence of lasting changes
in belief or behavior. Radicalization still depends on social and personal conditions that cannot be
reduced to interaction with a model (GIFCT, 2025; Kunst et al., 2026). The stronger finding is narrower:
production, translation, reuse, and some forms of targeted communication have become easier. That
does not yet amount to an adaptive influence infrastructure. A single poster, translation, or chatbot reply
is insufficient to constitute a synthetic operation. The boundary begins to shift only when an Al result
is reused to interpret information, prepare a decision, or assist another task beyond publication. At that
point, analysis must follow the sequence of work rather than the amount of propaganda produced.

The analytical boundary developed in this section is summarized in Table 1.

Table 1 Analytical Boundary Between Synthetic Propaganda and Synthetic Operations

Analytical

dimension Synthetic propaganda Synthetic operations

Creates, translates, adapts, or Supports a later task connected to

Primary function o . . . : .
y redistributes persuasive material. terrorist preparation or execution.

The result wusually remains a The result is transferred into another

£th . ;
Use of the output communicative artifact. stage of work.

Content production or variation Actionability combined with workflow

Analytical threshold . .
alone. integration.

Fragmented and emerging; no
systematic autonomous workflow has
been established.

. The most clearly documented form
Current evidence . )

of terrorist use since 2023.
Meaning, context, audience, and Human intent, concrete use, and

Main legal question . e . oy
g dissemination of the message. connection to prohibited conduct.

2. Synthetic Operations: The Boundary between Technical Assistance and Operational
Support

Highly detailed information does not necessarily assist the preparation of terrorism. Its value
can be assessed only after considering how much work remains before an Al output can be used. A
document summary, an explanation of terminology, or technical advice may do no more than help a
user understand an issue. Assistance changes character when the result is tailored to a purpose, can be
applied with limited revision, and is actually placed within conduct directed toward preparation or
execution. This distinction is important in normative legal analysis. Publicly available information does
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not become prohibited assistance merely because it is sought by a person with extremist views. A
connection with conduct must be established. Knowledge of the user's purpose may strengthen that
connection, particularly when an output is highly specific and later used in a particular plan. These
conditions will not always occur together, so legal assessment cannot be built from the content of the
answer alone. Synthetic operations are not treated here as an established terrorist practice. The term is
used as an analytical threshold for identifying situations in which Al no longer merely provides
information but begins to save work required at a preparatory stage (Gaudette et al., 2022).

JCAT reported that foreign terrorist organizations and their supporters had shown interest in
generative Al, published guidance, and held training activities. Up to April 2024, the clearest use
remained content production and dissemination. Programming assistance, instructional chatbots, and
cyberattacks were described as possible uses for planning or training, not as a pattern of operations
already demonstrated at scale (JCAT, 2024). Those terms cannot be flattened into one category. Interest
indicates a direction of attention, while training reflects an effort to acquire capability. Neither
establishes that Al output was used in preparing a specific attack.

Technical research shows that language-model agents can complete parts of cybersecurity
tasks, but success is highly sensitive to testing conditions. Fang et al. found sharply different results
depending on whether the agent received a CVE description (Fang et al., 2024), while CVE-Bench
reported lower success on web-application vulnerabilities in a more constrained environment (Zhu et
al., 2025). The percentages are not directly comparable because the tasks, tools, success criteria, and
available assistance differ; both studies were also preprints when used here. Their value is therefore
limited but useful. Initial information and tool access shape performance, and humans still have to
recognize erroneous output (Ferrag et al., 2025). Laboratory evidence shows what a system may do
under specified conditions, whereas counterterrorism reporting shows what has actually been observed
among actors (Ibrar et al., 2025). Combining the two without restraint turns technical possibility into
an event. Operational support must remain tied to a traceable terrorist use rather than inferred from the
sophistication of the model alone.

Model error also affects the value of assistance. A user who understands the task is more likely
to recognize and correct a weak answer, whereas a user without prior knowledge may accept advice
that cannot be applied. The sources examined do not establish who obtains the greatest benefit.
Conceptually, however, the value of Al must be compared with the checking work that remains with
the human user. Speed is of little consequence if every step must be tested again. Al may save time at
one point and add work at another. An operational advantage is plausible only when the saving survives
the need for correction and additional data (Brynjolfsson et al., 2025; Ji et al., 2023; Noy & Zhang,
2023).

The CT-AI Benchmark tested 27 models with almost 2,500 prompts drawn from terrorist and
violent extremist misuse cases. Approximately one third of the responses were rated as providing useful
uplift beyond information readily available through ordinary web search. That rating reflects the
benchmark's criteria; it is not evidence that the material was used in an operation. Some responses that
began with a refusal still contained information assessed as usable. The test, however, was limited to
single-turn prompts in English and did not reproduce long conversations, multilingual use, or
connections to external tools (Tech Against Terrorism, 2026).

One Al answer is rarely enough to establish a synthetic operation. Greater significance arises
when a result is used at a later stage and the link between those stages can be demonstrated. A model
may help a person understand a document; after human review, that result may be used to prepare other
material. Open evidence through July 2026 still shows isolated uses more often than complete terrorist
workflows. Integration must therefore be proved rather than assumed. Human decision-making also
remains central. A model does not independently form a terrorist purpose in the legal sense, even when
parts of the work are delegated or accelerated. Responsibility may nevertheless extend beyond the
immediate user because providers and platforms possess different degrees of knowledge and control.
Those differences matter for attribution, but they do not remove the need to prove intent and a concrete
relationship between assistance and conduct (Puranam, 2021).

Open evidence currently shows fragmented operational support rather than a synthetic
workflow systematically used by terrorist organizations. Synthetic operations remain useful as a
conceptual boundary when applied strictly: an Al output must be usable with limited revision, placed
within another sequence of work, and demonstrably related to the preparation or execution of terrorism.
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Technical capability alone does not meet that threshold. Information seeking unconnected to a particular
plan cannot be treated as an operational contribution. The legal issue is not whether an artifact was
made with Al, but what human actors did with the result and how closely its function related to
prohibited conduct. This boundary keeps the analysis focused on acts rather than identity or belief alone.

3. Governing Synthetic Operations in the European Union: Criminal Attribution, Provider
Duties, and the Limits of Content Regulation

The fact that material was produced with Al does not determine who may be held responsible
for its use. European Union law is used here as the selected normative framework rather than as a
description of global law because it contains criminal-law rules on terrorism, a special regime for
terrorist content online, digital-service duties, and Al regulation that can be read together. This choice
also keeps the limits of the analysis visible: its doctrinal conclusions concern the structure of EU law,
while any relevance to other jurisdictions remains conceptual. The four instruments do not regulate the
same matter. Directive (EU) 2017/541 addresses terrorist offences and related conduct; Regulation (EU)
2021/784 governs the removal of terrorist content disseminated to the public through hosting services.
The Digital Services Act establishes due-diligence duties for intermediary services, while the Al Act
imposes specified duties on Al operators. Read together, these instruments expose a problem that is
missed when analysis merely searches statutes for the words generative Al. An Al result may move
from a private exchange into preparation and later reappear as different content or conduct. Law must
assess the role of that result in a sequence of acts, not only the way the material was made (Fernandez-
Llorca et al., 2025).

Directive 2017/541 remains centered on human conduct and fault. The offences in Articles 5
to 8 contain different elements, and the use of Al does not collapse those distinctions. A technical
answer becomes relevant to criminal liability only when it can be connected to regulated conduct and a
terrorist purpose that can be proved. The recitals also direct attention to context and resulting danger
when public provocation is assessed. Radical or detailed content is therefore insufficient; the
prosecution must still establish how the assistance was requested and used (Lowe, 2022). The absence
of an offence that expressly names generative Al does not itself create a legal vacuum. Technology-
neutral rules may still apply when the relevant elements are satisfied. Difficulty arises when the link
between an Al result and a particular plan cannot be proved, or when a provider of general capability is
treated as if it shared the user's knowledge. A new prohibition should respond to such a concrete gap
rather than to the novelty of the tool alone (Watkin, 2023).

System records, watermarks, or metadata may help identify the service used, but technical
evidence will not always identify the responsible person. An Al result may be edited by another actor
or passed through an application that does not preserve the initial context. Even when technical origin
can be established, that evidence does not reveal who selected the result, understood its purpose, or
decided to use it. Criminal attribution requires a relationship between the person, the relevant mental
element, and concrete use. Knowledge and control are useful analytical tools, although they are not a
single legal test that summarizes the whole of EU law. Knowledge may indicate whether a person
understood the purpose of the assistance. Control helps identify who could direct or stop the use.
Technical position remains relevant but is not enough by itself to prove criminal fault. A model provider
may control safety design without knowing a particular request, while the user may understand the
purpose without controlling the underlying system. An application provider between them may see
more context but have limited authority over the base model. This difference explains why a user's
criminal liability must not be confused with the regulatory duties of service providers. They arise from
different legal bases and standards of proof (Dathathri et al., 2024; Teichmann, 2026).

Regulation 2021/784, the Digital Services Act, and the Al Act operate at different layers.
Regulation 2021/784 addresses terrorist content disseminated to the public through hosting services,
while the DSA supplies a horizontal framework for intermediary services and prohibits general
monitoring obligations. Its systemic-risk duties for very large platforms and search engines do not turn
every private use of Al into removable content. This matters because an Al system may be used to read
or prepare material without producing anything that enters the public-content regime (Zornetta &
Pohland, 2022; Fasel & Weerts, 2024). The Al Act approaches the problem through provider duties.
Articles 53 and 55 impose documentation, evaluation, risk-mitigation, incident-reporting, and
cybersecurity obligations for relevant general-purpose Al models. These preventive duties do not make
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a provider criminally responsible for every terrorist misuse; they allocate obligations according to role
and risk. Criminal participation still requires a separate assessment of knowledge and conduct (Schuett,
2024).

Lawful use also limits intervention. Article 1(3) of Regulation 2021/784 excludes material
disseminated for educational, journalistic, artistic, research, or counterterrorism purposes from the
definition of terrorist content once its actual purpose is assessed. Recital 40 of Directive 2017/541
likewise keeps radical or controversial views in public debate outside public provocation and protects
legitimate research from being treated as terrorist training. Sensitive keywords or technical requests are
therefore an inadequate sole basis for restriction. Human review remains a reasonable safeguard when
a decision may terminate access, disclose user data, or trigger legal proceedings (Sullivan, 2025). Taken
together, the EU framework does not yet demonstrate a need for a separate offence of synthetic
operations. The harder problems are evidentiary: proving how an Al result was used, separating criminal
fault from regulatory duties, and identifying which party knew the context or could intervene. Legal
change should be tied to those concrete gaps rather than to technological novelty itself.

CONCLUSION

Generative Al has not transformed cyberterrorism into activity that operates without human
control. The clearest change remains in the production, translation, adjustment, and reuse of
propaganda. Its added value lies in reducing the time and labor required to prepare material, not in
evidence that Al-generated propaganda is more effective in recruitment or violence. Movement toward
operational support begins when Al results are used to interpret information, prepare material, or assist
later work. Open evidence through July 2026 does not yet establish an autonomous and systematic Al-
based terrorist workflow. Synthetic operations are therefore better understood as an analytical threshold
for identifying situations in which Al assistance no longer ends with information but becomes connected
to the preparation or execution of terrorism.

The fact that material was made with Al is likewise insufficient to determine legal
responsibility. Assessment must examine how the result was used, its connection with prohibited
conduct, and the parties that understood the purpose or exercised control over the process. Technology-
neutral law remains capable of application, although proof becomes more difficult when assistance is
distributed among users, model providers, applications, and platforms. Content regulation remains
important for published propaganda but cannot reach every use of Al before material circulates.
Intervention must also preserve the distinction between research, lawful expression, and real assistance
to terrorism. The decisive measure is not model sophistication or the synthetic origin of content, but the
function of Al output within a sequence of conduct and its proximity to the preparation or execution of
terrorism.
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